Lecture 16

The Internet Protocol (IP) is used for host-to-host datagram

service in a system of interconnected networks. The network
connecting devices are called Gateways or routers. These gateways
communi cat e between thensel ves for control purposes. Cccasionally a
gateway or destination host will conmmunicate with a source host, for
example, to report an error in datagram processing. For such
purposes this protocol, the Internet Control Message Protocol (ICW),
is used. |CMP, uses the basic support of IPas if it were a higher

| evel protocol, however, ICMP is actually an integral part of IP, and
must be inplenmented by every | P nodul e.

Some of ICMP's functions are to:

e Announce network errors, such asahost or entire portion of the network
being unreachable, due to some type of failure. A TCP or UDP packet directed
at a port number with no receiver attached is also reported viaICMP.

« Announce network congestion. When arouter begins buffering too many
packets, due to an inability to transmit them as fast as they are being received,
it will generate ICMP Source Quench messages. Directed at the sender, these
messages should cause the rate of packet transmission to be slowed. Of course,
generating too many Source Quench messages would cause even more
network congestion, so they are used sparingly.

e Assist Troubleshooting. ICMP supports an Echo function, which just sends a
packet on around--trip between two hosts. Ping, a common network
management tool, is based on this feature. Ping will transmit a series of
packets, measuring average round--trip times and computing |oss percentages.

e Announce Timeouts. If an IP packet's TTL field drops to zero, the router
discarding the packet will often generate an ICMP packet announcing this fact.
TraceRoute is atool which maps network routes by sending packets with
small TTL values and watching the ICMP timeout announcements.

The Internet Protocol is not designed to be absolutely reliable. The
purpose of these control nessages is to provide feedback about
problens in the conmuni cation environnment, not to make IP reliable.
There are still no guarantees that a datagramw ||l be delivered or a
control nmessage will be returned. Sone datagrams may still be
undel i vered without any report of their loss. The higher |eve
protocols that use IP nust inplenent their own reliability procedures
if reliable communication is required.

The |1 CMP nmessages typically report errors in the processing of
datagrans. To avoid the infinite regress of nmessages about nessages
etc., no | CVMP nessages are sent about | CVP nessages.
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|

|
}
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}
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|

| FRAME HEADER | FRAME DATA

| CMP messages are sent using the basic |IP header. The first octet of
the data portion of the datagramis a |ICWP type field.



Destinati on Unreachabl e Message
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I P Fields:

Desti nation Address
The source network and address fromthe original datagrams

dat a.
| CVP Fi el ds:
Type
3
Code
0 = net unreachabl e;
1 = host unreachabl e;
2 = protocol unreachabl e;
3 = port unreachabl g;
4 = fragnentati on needed and DF set;
5 = source route failed.
Checksum

The checksumis the 16-bit one's conpl enent of the one's
conmpl ement sum of the | CMP nessage starting with the | CMP Type.
For conputing the checksum the checksumfield should be zero.
Thi s checksum may be replaced in the future.

Descri ption

If, according to the information in the gateway's routing
tables, the network specified in the internet destination field
of a datagramis unreachable, e.g., the distance to the network
isinfinity, the gateway nmay send a destination unreachable
nmessage to the internet source host of the datagram |In
addition, in sone networks, the gateway may be able to
determine if the internet destination host is unreachable.
Gateways in these networks may send destination unreachabl e
messages to the source host when the destination host is
unr eachabl e.

If, in the destination host, the IP nodul e cannot deliver
t he dat agram because the indicated protocol nodul e or process



port is not active, the destination host may send a destination
unreachabl e nessage to the source host.

Anot her case is when a datagram nust be fragmented to be
forwarded by a gateway yet the Don't Fragnent flag is on. In
this case the gateway nmust discard the datagram and nmay return
a destination unreachabl e nessage.

Ti me Exceeded Message
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| P Fields:

Desti nati on Address
The source network and address fromthe original datagram s

dat a.
| CVP Fi el ds:
Type
11
Code
O =tinme to live exceeded in transit;
1 = fragnent reassenbly tinme exceeded.
Checksum
The checksumis the 16-bit one's conpl enent of the one's
conmpl ement sum of the | CMP nessage starting with the | CMP Type.
For conputing the checksum the checksumfield should be zero.
Descri ption

If the gateway processing a datagramfinds the time to
live field is zero it must discard the datagram The gat eway
may al so notify the source host via the time exceeded nessage.

If a host reassenbling a fragnented datagram cannot conpl ete
the reassenbly due to missing fragnents within its tine limt
it discards the datagram and it nay send a time exceeded
nessage



Par anet er Probl em Message
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| Internet Header + 64 bits of Oiginal Data Datagram |
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I P Fields:

Destinati on Address
The source network and address fromthe original
dat agrani s data.

| CVP Fi el ds:
Type
12
Code
0 = pointer indicates the error.
Checksum

The checksumis the 16-bit one's conpl ement of the one's
conpl enent sum of the | CVP nessage starting with the | CWP Type.
For computing the checksum the checksumfield should be zero.

Poi nt er

If code = 0, identifies the octet where an error was
det ect ed.

Descri ption

If the gateway or host processing a datagramfinds a
problemw th the header paraneters such that it cannot conplete
processing the datagramit rnust discard the datagram One
potential source of such a problemis with incorrect argunents
in an option. The gateway or host may also notify the source
host via the paraneter problem nmessage. This nmessage is only
sent if the error caused the datagramto be di scarded.

The pointer identifies the octet of the original
dat agram s header where the error was detected (it may be in
the mddle of an option). For exanple, 1 indicates sonething
is wong with the Type of Service, and (if there are options
present) 20 indicate sonething is wong with the type code of
the first option.



Source Quench Message
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I P Fields:

Desti nati on Address
The source network and address of the original datagram s data.

| CMP Fi el ds:

Type
4

Code

Descri ption

A gateway may discard internet datagrans if it does not
have the buffer space needed to queue the datagrans for output
to the next network on the route to the destination network.
If a gateway discards a datagram it nmay send a source quench
message to the internet source host of the datagram

A destination host may al so send a source quench
message if datagrans arrive too fast to be processed. The
source quench message is a request to the host to cut back the
rate at which it is sending traffic to the internet
destination. The gateway may send a source quench nessage for
every nessage that it discards. On receipt of a source quench
nmessage, the source host should cut back the rate at which it
is sending traffic to the specified destination until it no
| onger receives source quench nessages fromthe gateway. The
source host can then gradually increase the rate at which it
sends traffic to the destination until it again receives source
gquench messages.



Echo or Echo Reply Message
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| I dentifier | Sequence Nunber |
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| Data ...
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The echo and echo reply messages provide a mechanismfor testing that
communi cation i s possible between entities. The recipient of an echo
nmessage is obligated to return the nmessage in an echo reply nessage
An identifier and sequence nunber are associated with the echo
nmessage to be matched in echo reply nessage

Ti mestanp or Timestanp Reply Message
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I P Fi el ds:
Addr esses
The address of the source in a tinmestanp nessage will be

the destination of the tinmestanp reply message. To forma
timestanp reply nessage, the source and destinati on addresses
are sinply reversed, the type code changed to 14, and the
checksum r econput ed.

I P Fi el ds:

Type
13 for timestanp nessage
14 for timestanp reply nessage

Code
0

Descri ption

The timestanp and tinestanp reply nmessages provide a
mechani sm for sanpling the delay characteristics of the internet. The
sender of a tinmestanp nmessage nmay include an identifier and sequence
nunmber in the paraneters field and include the tinme that the nessage



is sent. The receiver records the tine it received the nessage and
the time it transmts the reply nessage in the tinestanp reply
nessage

The address nask request and address mask reply nmessages are usefu
in an environment that include subnets. The address mask request and
reply nessages allow a host to learn the address mask for the LAN to
which it connects. The host broadcasts an address mask request
nmessage on the LAN. The router on that LAN responds w th an address
mask reply nessage that contains the address mask.
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