Lecture 13
In this lecture we will discuss about

· Data link layer in Internet

· SLIP

· PPP

Data Link Layer in the Internet

The data link layer consists of individual machines (hosts and routers), and the communication infrastructure that connects them. Within a LAN (some building) multipoint lines are preferred, but within the WAN only point-to-point lines are used. Internet is one such WAN.

   
Let’s try to visualize how networks are laid out. There are thousand of organizations, each organization having one or more LAN. Each LAN in turn consists of number of hosts, servers and a router. Now this router representing LAN of an organization, and have point-to-point leased lines to distant routers thus maintaining connection with the outside world. It is these routers and their leased lines connection with other routers that make up the communication subnets on which the internet is built (router-router).



So point-to-point lines are used to connect distant routers together thus maintaining connection. Another situation where point-to-point lines are used, where home users (individual) take connection to the internet using modem and dialup telephone lines. User’s home PC calls up the router present at ISP (Internet Service Provider), which is commercial company like VSNL, Oman Telecommunication, KOM etc. Thus a leased connection is established between the ISP and the home PC 

(host - router). Refer to figure below, where a home PC calling ISP
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Fig. 3-26. A home personal computer acting as an Internet host.




For both the router-router leased line connection and dialup host-router leased line connection, some point-to-point data link layer protocol is required on the line of framing, error control, flow control and other functions also. Two such protocols are widely used in the internet, SLIP and PPP.

SLIP (Serial Line Internet Protocol) 


SLIP is the first protocol devised in year 1984. The station just sends raw IP packets over the line, with a special flag byte (0xC0) at the end for framing. If the flag byte occurs inside the IP packet, a form of character stuffing is used, and the two byte sequence (0xDB, 0xDC) is sent in its place. If 0xDB occurs inside the IP packet, it is also stuffed too.
But there are lots of problems with HDLC

1. It does not perform error detection and error correction

2. SLIP supports only IP.

3. Each side must know other’s IP address in advance.

4. SLIP doesn’t perform any authentication

PPP (Point-to-Point Protocol)


To remove drawbacks in SLIP, IETF came up with a revised data link protocol for the point-to-point lines known as SLIP. PPP handles error detection, supports multiple protocols, allows IP address to be negotiated at connection time, permits authentication.





The frame format for PPP was chosen to closely resemble the HDLC frame format. Infact you will find that every data link layer protocol frame format resembles the HDLC frame format, same is the case with PPP. The only difference between PPP and HDLC is that HDLC is bit oriented, whereas PPP is character oriented. So in HDLC the size of the frame can be 30.25 bytes, but not possible for PPP (This means frame size in PPP is always integral number of bytes). 
PPP provides three things
1. A framing method that unambiguously delineates the end of one frame and start of the next one. The frame format also handles error detection, as explained below.

2. A link control protocol for bringing lines up, testing them, negotiation options and bringing them down again. This protocol is called as LCP (Link Control Packet).

3. A Network control Protocol for negotiating network-layer options in a way to make it compatible for different network layer protocols. This protocol is called as NLP (Network Layer Protocol).
The frame format for PPP is as follows
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3-27. The PPP full frame format for unnumbered mode opera-




The description of the fields is as follows

1. Flag Field: The flag field contains the value 01111110, which indicate the starting and ending of a frame.

2. Address Field: Because PPP is used for Point-to-Point communication, it used the broadcast address of HDLC, 11111111.

3. Control Field: The control field uses the frame format of U-frame in HDLC. The value is 11000000, which means frame contains no sequence number.

4. Protocol Field: The protocol field determines what kind of packet is there in the payload field.

5. Payload: The payload field contains the data, but remember, if the data happens to be non-integral, then some bytes are appended to make it integral. This addition of extra bytes to the data is called as padding.

6. Checksum: This is actually the CRC for error control.

To see how things work together, we will consider a typical scenario of home user calling up an ISP.

Step
1:
The PC first calls up the ISP router via a modem.

Step 
2:
The router’s modem answers the phone and establishes a physical connection.

Step
3:
After a physical connection is established, PC sends the router series of LCP packets in the payload field of the PPP frame (as described above). A number of such LCP packets are exchanged through PPP frame.

Step 
4:
After these series of NCP packets are sent in the payload field of the PPP frame. Sending NCP packets in PPP frame, is meant to do some negotiation. Like negotiation for which network layer protocol to use and other such tasks. 


Step
5: 
After deciding upon which network layer protocol to use, let’s say IP. ISP assigns an IP address to the home PC. This is an assignment of IP address dynamically at run time.
Step
6:
Now home PC is an internet host and can send and receive IP packets.

Step 
7:
When user is finished, the assigned IP address to the home PC is taken away.

Below we represent the state diagram or transition diagram for PPP protocol.
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Fig. 3-28. A simplified phase diagram for bringing a line up and
down.




When the line is dead, this is called as Ideal State. The idle state means that the link is not being used. There is no active carrier and the line is quiet or dead.

After this, one of the end points may establish a connection. This state is called as establish state. In this state, options are negotiated using LCP packets in the payload field of PPP frame, as described above in step 3. If the negotiation is successful, the system goes to the authentication state.- 

Then several authentication packets are exchanged after which the connection moves to the network state. The network state is heart of this transition diagram, where NCP packets sent in the payload field of PPP frame, as described above in step 4. Remaining in the same state, data packets are also exchanged. If any one of the point wish to terminate the connection, again a LCP packet is sent. And it reaches the termination state.
