Lecture 10
In this lecture we will discuss about the data link layer, and the functions performed by it i.e. error control, flow control, data link layer protocols.

- ASK modulation is especially susceptible to noise. 

- Because FSK uses two carrier frequencies, FSK modulation requires more bandwidth than ASK and PSK. 

- PSK and QAM modulation have two advantages over ASK:
       *They are not as susceptible to noise.
        *Each signal change can represent more than one bit.
First let us start with error. Transmission media is not perfect. The imperfections cause impairment in the signal sent through the medium. This means the signal at the beginning and end of the medium may be or may not be same. If the signal at the receiving end is different from the signal at the sending end, this means some error has creped in. Three types of impairments usually occur or errors that are present in the data are due to three reasons
1. Attenuation

2. Distortion

3. Noise

Attenuation means loss of energy. When a signal travels through a medium, it loses some of its energy so that it can overcome the resistance offered by the medium. To compensate for this loss, we use amplifiers, which amplify the signal.

Distortion means that the signal changes its form or shape. Distortion occurs in a composite signal, made of different frequencies. Each signal component of the spectrum has its own propagation speed through a medium, therefore its own delay in arriving at the final destination. So a component of the signal will arrive first and another component may be later, or lied up one after the other. This particular scenario is called as distortion. When the same concept is discussed in terms of satellite we call it as multipath fading (Read about it from tanenbaum). 

Noise, is a signal which may be meaningful for someone else, but unmeaningful for me or for the receiver. Like if two persons are speaking in front of you, one in English and other one in French, and you only understand English, then whatever is spoken in French is unmeaningful for you, and thus a source of noise. In data communication there are various reasons for noise, such as 
Thermal noise 

Induced noise
Crosstalk 
Impulse noise 
We will discuss crosstalk, which is the effect of one wire over the other. You must have experienced crosstalk, while using the telephone, you sometimes hear another conversation. It is unwanted coupling between signal paths. 
Another kind of noise is inter-modulation noise, when signals at different frequencies share the same transmission medium, the result may be inter-modulation noise. The effect of inter-modulation is to produce signals at a frequency that is the sum or difference of the two original frequencies or multiples of those frequencies.
Bandwidth-Limited Signals

A popular French mathematician, Fourier, proved that any periodic wave represented by a periodic function g (t), with period T, can be constructed by summing a (possibly infinite) number of sine and cosine.
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is the fundamental frequency, an, bn are the sine and cosine amplitude of the nth harmonic terms. Such decomposition is called as Fourier series.

By bandwidth limited signals, we mean that how the receiver receives the transmitted signal depends upon the bandwidth of the medium. To elaborate upon this, we will discuss about filtering first. We have two filters, one is low pass filter and other one is high pass filter. As discussed above, any periodic wave consists of various signals or components or various frequencies. Now low pass filter, filters or stops all the signals of frequency below a certain frequency and allows all other frequency to go through it, whereas high pass filter, filters or stop all the signals of frequency above a certain frequency and allows all other frequency to go through it.
A telephone line has a filter, and this filter restricts every frequency over 3000 Hz as explained below. With this bandwidth only certain amount of data rate is permissible, using nyquist theorem. The filters ensure that noise from your telephones does not interfere with the proper operation of the broadband modem. This means that limiting the bandwidth limits the data rate.
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An alternative to installing a filter on each telephone is to install a “true” DSL splitter. A “true” DSL splitter separates voice traffic from data traffic. The example configuration below can change depending on where the splitter is placed on the telephone line.[image: image8.png]Internal Wiring
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We know that, the main task of the data link layer is to accept raw bits from the physical layer and transform them into a line that is free of transmission errors for presentation to the network layer. 

Why a data link layer?
Answer: We need a layer to control the movement of data from one node to an adjacent node in the correct form and at the correct rate.

Design Issues of Data Link Layer


Data Link Layer has a number of specific functions to carry out. These functions include providing 

1. A well defined service interface to the network layer.
2. Determining how the bits are grouped into frames i.e. framing
3. Dealing with transmission error i.e. error control
4. Regulating the flow of frames so that slow receiver is not overwhelmed by the fast sender i.e. flow control
Services provided to the Network Layer (above point No.1)


The function of the data link layer is to provide services to the network layer. The principal service is to take data from the network layer at the source machine and transfer it to the network layer on the destination machine.
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In the above diagram, a packet from the network layer is handed to the data link layer, where some headers and trailer are attached to it and frame is made. The data link layer can be designed to offer various services. Three reasonable possibilities are 

1. Unacknowledged connectionless service

2. Acknowledged connectionless service

3. Acknowledged Connection-oriented Service.

Unacknowledged connectionless Service consists of having the source machine send independent frames to the destination machine without having the destination machine acknowledge them. No connection is established beforehand and released afterward. If a frame is lost due to noise, no attempt is made to recover it in the data link layer. This class of service is appropriate when error rate is very low. It is also appropriate for real time traffic.

Acknowledged connectionless service, in this service also no connection is either established or released but each frame sent is individually acknowledged. This is reliable service compared to above. In this way sender can know, whether a frame has arrived safely or not. If it has not arrived within a specific time interval, it can be sent again. This service is useful over unreliable channel such as wireless system.

Acknowledges connection oriented service, with this service both the sender and receiver establish a connection between them before the actual transmission of data packets. Each frame sent over the connection is numbered, and the data link layer guarantees that each frame is received and that too only once and in right order. With the above one also data link layer takes care that a frame is definitely received but how many copies are received, no one cares for that. With connection oriented service, there are 3 different phases. In the first phase, connection is established. In the second phase, frames are actually transmitted. In the third phase, connection is released.
Framing or Data Transparency
       In order to provide service to the network layer, the data link layer must use the service provided to it by the physical layer. What the physical layer does is accept the raw bit and transmit them to the medium. It is the data link layer which breaks the bit stream up into discrete frames. This process of breaking is called as framing. 




One way to achieve this framing is to insert time gaps between frames, much like the spaces between words in ordinary text. But network rarely makes any difference about timing, so it is possible that the timing gaps induced by the sender might squeeze out or some other gaps inserted during transmission. Since it is not possible to count on timing, some other framing methods are used

1. Character Count

2. Character Stuffing

3. Bit Stuffing

Character Count



The first framing method uses a field in the header to specify the number of characters in the frames. When the data link layer at the receiver node sees the character count, it knows how many characters follow, and hence where the end of the frame is. See the figure below. 
Disadvantage with this algorithm is that count can be garbled by a transmission error. The destination will get out of synchronization and will be unable to locate the start of the next frame.
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Character Count technique for Framing
Character Stuffing



The second framing works by having each frame start with the ASCII character sequence DLE STX (Data Link Escape and Start of Text) and end with the sequence DLE ETX (Data Link Escape and End of Text). STX and ETX are non-printable characters. In this way, if the destination ever looses track of frame boundaries, all it has to do is look for DLE STX or DLE ETX. 
DLE        STX         ‘C’           ‘O’         ‘M’    
 DLE        ETX
The problem with this is if DLE ETX occurs as the part of data in between, then receiver machine will interpret it as end of sequence, and will loose the subsequent data. To workaround this problem, we use character stuffing. 
If a DLE appears in the actual data of a message, the sender simply adds another DLE before the DLE to tell the receiver not to treat the DLE following DLE as a marker for a frame boundary. 

Before Character Stuffing

DLE         STX       ‘C’              DLE   ETX        ‘M’        DLE     EXT

After Character Stuffing

DLE         STX       ‘C’     DLE DLE   ETX        ‘M’        DLE     EXT
A major disadvantage with this method is that it only works for 8-bit characters and ASCII character code. 

Bit Stuffing

To get around with the above problem, another technique came up, called as bit stuffing.                01111110 called a flag and this flag is used for framing i.e. for defining the frame boundaries.

But if 0111110 occurs as part of data, then it will give wrong interpretation to the receiver about the end of data. So, whenever sender found five consecutive 1’s in data, it automatically stuffs a 0 bit into the outgoing bit stream. This bit stuffing is analogous to character stuffing, in which a DLE is stuffed into the character stream wherever any DLE is found in the data.
Following are examples of Bit Stuffing 
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